
CYBERSECURITY ACT OF 2012 
WHEN MUST AN OWNER OF CRITICAL INFRASTRUCTURE  
MEET CYBERSECURITY PERFORMANCE REQUIREMENTS? 

 

 
Does the critical infrastructure include a 
system or asset whose disruption could 
reasonably lead to: 
 
Catastrophic interruption of life-sustaining 
services, 

Catastrophic economic damage, or 

Severe degredation of national security 
capabilities? 
 

The owner does 
NOT have to 

meet the 
performance 
requirements.  

Is the critical 
infrastructure system 
or asset already being 
adequately regulated 

by another federal 
agency? 

The owner does NOT 
have to meet the 

performance 
requirements. 

Has the owner of the 
critical infrastructure 

already taken the 
necessary steps to 
protect its critical 

system or asset from 
cyber attacks? 

The owner does 
NOT have to meet 
the performance 

requirements. The owner MUST 
meet the 

performance 
requirements. 
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